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BBegeHue

HacTosiliee pykoBoACTBO OnMcCbiBaeT MPOLECC YCTAaHOBKW CEPBEPHOrO PeLUeHUs NpPorpammHOro
obecnedeHna DSM IS Viewer

CuctemMHble TpeboBaHUS

[nsa koppekTHOM paboTbl cepBep JOMKeEH obnagaTte cnegyowmmm
XapakTepucTUKamu:

OnepaumoHHasa cuctema: Ubuntu 20.04 LTS

Mpoueccop 6-aaepHbIn intel | AMD unun Bbilwe ¢ YactoTon He meHee 1.8 Ty,
OnepaTuBHasa namaTb: He MeHee 4 [banT

Ob6bem xecTkoro gucka: He meHee 150 MbanTt

[ns koppekTHon paboTbl ¢ MO Ha nokanbHOM MalumHe (NepcoHanbHbIN
koMmnbtoTep nonb3oBatens MO) AomMKHbI OblTb YCTAHOBMEH Kak MUHUMYM
O4VH 13 nogaepxmsaemMblx bpaysepos. Cnncok nogaepxneaembix
OGpay3epoB onvcaH B 4OKYMEHTaUuUn: Yandex unm Chrome 6paysepsi.

e [logkntoveHne kK cetn IHTepHeT ans ckadnBaHusa auctpmbytmea MO un
HeOOXOANMbIX YTUIKT.



[Mpouecc yctaHoBku MO DSM Viewer Backend

IlepBruHas ycTaHOBKA
1. Onepanuonnas cucrema: Ubuntu Server 24.04

2. [TomydnuTh UCXOMHBIA KO JJISI ABYX PEHO3UTOPHCB:
- viewer-backend
- excel-pivot-helper (konconsHoe .NET npuiioxxenue)

3. BeiOpaTh myTh XpaHeHHS KOJa, 10 YMOJIYAHHUIO 3aIIUCaTh B
‘/srv/viewer :

- ‘/srv/viewer/backend’

- “/srv/viewer/excel-pivot-helper

4. YcranoButh PostgreSQL 17 nnm ncnosib30BaTh CymIECTBYFOIIUN

5. 3anonHuth .env s backend nmpuiioxxeHus:
““shell
cd /srv/viewer/backend/
cp .env.example .env

6. [lepeMeHHBIE OKPYKEHUS KOTOPBIE HYHO 3aII0JHUTh B .€NV :
“"dotenv
APP_ENV=production
APP DEBUG=false
APP_URL=# http(s)://<backend URL>
FRONTEND URL=# https://<frontend URL>

APP_TENANT=crpt

# Xpaunuth nanusie Laravel Telescope nocnennue N yacoB
TELESCOPE PRUNE HOURS=48

# JImmut 3anpocoB Kk API: ckonpko 3anpocoB 3a N MUHYT MaCKUMyM



RATE LIMIT ATTEMPTS=60
RATE LIMIT DECAY MINUTES=1

# YpoBeHb JIOroB: emergency, alert, critical, error, warning, notice, info,
debug

# BpiOpaHHbBIN YPOBEHBb BKJIIOYAET BCE YPOBHU BHIIIIE (JIEBEE B CITHUCKE)

LOG_LEVEL=info

# XpaHUTh JIOTU NMPUIOKEHUS 32 nocineaune N 1Hen

LOG DAILY DAYS=14

DB _HOST=localhost
DB PORT=5432

DB DATABASE=
DB USERNAME=
DB _PASSWORD=

ORACLE DB_HOST=# DSM
ORACLE DB _PORT=
ORACLE DB_SID=
ORACLE DB _DATABASE=
ORACLE DB _USERNAME=
ORACLE DB PASSWORD=

CLICKHOUSE HOST=# LIPIIT

CLICKHOUSE PORT=8123

CLICKHOUSE CLIENT PORT=9000

CLICKHOUSE DATABASE=# B]l ¢ nanubiMu 0 mipoAaxkax (Tadsiuiia
pharma sales)

CLICKHOUSE USERNAME=

CLICKHOUSE PASSWORD=

CLICKHOUSE TIMEOUT CONNECT=2

CLICKHOUSE TIMEOUT QUERY=2

CLICKHOUSE HTTPS=true

RABBITMQ HOST=localhost
RABBITMQ PORT=5672



RABBITMQ USERNAME=rabbitmq user

RABBITMQ PASSWORD=# Ilapomnb mjs rabbitmq user B mporiecce
ycTtaHoBkH RabbitMQ

RABBITMQ VHOST=/

# Hactpoiika SMTP

MAIL MAILER=smtp

MAIL SCHEME=https

MAIL HOST=# IP uniu URL SMTP cepBepa

MAIL PORT=587# Unu 465

MAIL USERNAME=

MAIL PASSWORD=

MAIL FROM ADDRESS=# "hello@example.com"
MAIL FROM NAME="${APP_ NAME}"

7. 3anmyCTUTh CKPUIIT IEPBUYHON YCTAaHOBKH 4yepe3 make':
““shell
make install

CKpHIIT ycTaHaBIMBAET HEOOXOUMBIC TTAKETHI, HACTPAUBACT CEPBUCHI.
Hcnonw3yet ckpunt no nyTH [ ./scripts/install.sh™](./scripts/install.sh).

B nipouiecce ckpumnra:

1. YcraHaBIMBarOTCS MAKETHI:
- apt-transport-https
- ca-certificates
- composer
- cron
- curl
- dotnet-sdk-9.0
- erlang-asnl
- erlang-base
- erlang-crypto



- erlang-eldap

- erlang-ftp

- erlang-inets

- erlang-mnesia

- erlang-os-mon

- erlang-parsetools
- erlang-public-key
- erlang-runtime-tools
- erlang-snmp

- erlang-ssl

- erlang-syntax-tools
- erlang-tftp

- erlang-tools

- erlang-xmerl

- gettext-base

- git

- gnupg

- libaio-dev

- libaio1t64

- Isb-release

- nginx

- php-pear

- php8.4-cli

- php8.4-common
- php8.4-curl

- php8.4-dev

- php8.4-fpm

- php8.4-mbstring
- php8.4-opcache

- php8.4-pgsql

- php8.4-readline

- php8.4-xml

- php8.4-zip

- rabbitmg-server

- software-properties-common
- unzip



- vim
- wget
2. YcranaBnuBaeTcs paciupenue oci8 ayst PHP
3. HactpauBaetcs Laravel
4. KonconpHoe npwioxenne .NET ycranaBnuBaercs B PATH'

5. HactpauBatotcs cron, nginx, RabbitMQ, systemd

6. nginx umeet koHdwur ¢ SSL, [Pv4, IPv6. [Tpu HeoOX0AMMOCTH JIMIIIHEE
MOYKHO YJaTUTh

7. dns RabbitMQ co3naroTcs 0ObIYHBIN MOJIH30BaTENb ISl PaOOTHI €
ouepensimu u3 Laravel, n anMuHACTpaTOp U1 TTAHEITH

[Tocne 3Toro enareybHO nepe3arpy3uTh CepBeEp.
## llocnenyromuye nenion

1. OGHOBUTH UCXOTHBIN KO

2. 3anmyCTUTh CKPUIIT:

"““shell
make update

AT

3. Ckpunt 3anyckaet murpanuu b/, mepe3anyckaeT KemnpoBaHue,
OYEpEIN U IUIAHUPOBIIHUK

## Pabota ¢ ouepensamMu, GOHOBBIMU TIpolieccaMu (BOpKEepaMu)
Yucna B KOHIE Ha3BaHUW CEPBUCOB MUIITYTCS JJIsI 3aITyCKa HECKOJIBKUX
MPOLIECCOB U OTJIUYHUA UX JAPYT OT JIpyTa.

Ckpurnt o6HoBIIeHHsT 'make update’ yke CoIep)KUT Mepe3amnycKk BOPKEPOB.

J100aBUTH HOBBIN MPOLECC MOYTHI U CPa3y 3alyCTUTD:



"shell
sudo systemctl enable --now viewer-queue@email-2

J100aBUTH HOBBIM MPOLIECC T€HEpATOpa OTYETOB U Cpa3y 3allyCTUTh:

"““shell
sudo systemctl enable --now viewer-queue@default-2

[Tepe3ammycTuth Bce BOpPKEPHI TOCIe 00padOTKH TeKymuX (POHOBBIX 3a/1a4:

"““shell
cd /srv/viewer/backend
Jartisan queue:restart

[Iepe3anycTuth BCE BOPKEPHI MPUHYIUTEIBHO:

"““shell

sudo systemctl restart viewer*

# U

sudo systemctl restart viewer-queue@*

IIepe3anyCTuTh OOUH BOPKEP NPUHYIUTENBHO:

shell
sudo systemctl restart dsm-viewer-queue@default-1

OcTaHoBUTH BOpKeP(-bI) 10 CIAEAYIOIIEH Mepe3arpy3Ku cepBepa:

“““shell
sudo systemctl stop dsm-viewer-queue@default-1



AV}

OTKII0YUTH BOPKEP(-bI) UTOOBI HE BKIIOYAIUCH MTOCIIE NIEPE3arpy3Ku:

"shell
sudo systemctl disable dsm-viewer-queue@default-1

AN NN
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[Mpouecc yctaHosku MO DSM Viewer Frontend

[MepBnyHasa yctaHoBKa
OnepauuoHHasa cuctema: Ubuntu Server 24.04.

Mony4nTb UCXO4HbIN KO4 ANA peno3nTopus:
- viewer-frontend

BbibpaTtb NyTb XpaHeHnsa Koga, no yMonyaHuio 3anucatb B '/srv/viewer':
- “Isrviviewer/frontend’

YCTaHOBUTb NakeTbl:
- node.js v20+
- nginx

HacTtpouka nginx:
“'nginx configuration
# /etc/nginx/sites-available/default
#HTTP -> HTTPS redirect
server {

listen 80 default_server;

listen [::]:80 default_server;

server_name _;
return 301 https://$host$request_uri;

}

# HTTPS server

server {
listen 443 ssl http2;
listen [::]:443 ssl http2;

server_name <hostname> www.<hostname>;
root /srv/viewer/frontend/dist;
index index.html;

ssl_certificate /etc/ssl/certs/<hostname>.crt;
ssl_certificate_key /etc/ssl/private/<hostname>.key;

location / {
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try_files $uri $uri/ /index.html;
}

location /back-api/ {
# Agpec 6e3 '/° B KOHLe!
proxy pass <backend URL>:<backend port>;
proxy_set _header Host $host;
proxy_set_header X-Real-IP $remote_addr;
proxy_set _header X-Forwarded-For $proxy_add_x_forwarded_for;
proxy_set_header X-Forwarded-Proto $scheme;
proxy_redirect off;

}

location = /favicon.ico {
access_log off;
log_not_found off;

)
S

B 3aBucumocTu ot TpeboBaHmin SSL, IPv4, IPv6 MOXHO M3MEHATbL KOHdUrypaumto.

[nsa c6opku frontend npunoxeHnsa NnepenTn B pOANTENBCKYH ANPEKTOPUIO:
“shell

cd /srvi/viewer/frontend

corepack enable

yarn install

yarn build
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KoHTakTHaa nHgpopmaums

NporpamMmMHOro npoaykTa

npon3BoanTen4d

IlonmHOE HaMEHOBaHUE

O06111ecTBO € OTpaHUYEHHOM
OTBETCTBEHHOCTHIO «JICM
HurtennexryanpHbie CUCTEMBD)

KpaTtkoe HanMeHOBaHUE 000 «JICM H1C»
[TonmHOE HAaMMEHOBAaHKME HA AHTJIMICKOM "DSM INTELLIGENCE SYSTEMS"
SI3BIKE LIMITED

KOpuanyeckuii agpec

125124, r. MockBa, BHYTPEHHHI
TEPPUTOPHUATIBLHBIN T'OPOJACKON
MYHHMIUIIATIbHBIA OKpYT beropoid, yi.
SImckoro nonst S - 4, A. 7, k. 2, [lomemenue
1/2
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